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Top Stories 

• Mazda announced that it is recalling 161,400 model year 2009-2013 Mazda6 vehicles due 
to faulty door latch mounting screws which can cause doors to inadvertently open or fail to 
close. - United Press International (See item 6) 

• A crash involving two trains at Harlem station in Forest Park, Illinois, left 33 people 
injured when an out-of-service Chicago Transit Authority train crashed into another 
stopped train. - USA Today (See item 11 ) 

• The Arizona State Forestry Division released a report detailing the results of an 
investigation into the June deaths of 19 firefighters killed while fighting a wildfire and 
several problems which contributed to their deaths. - Associated Press (See item 31 ) 

• An Oklahoma inmate that escaped after 2 fellow inmates stole an unattended transportation 
van turned himself and 5 others into authorities. - Associated Press (See item 33) 
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Energy Sector 



1. September 30, KATU 2 Portland - (Oregon) Crews still restoring power, but wet, 
windy weekend is over. Portland General Electric crews continued to restore service to 
customers throughout Oregon after a September 29 storm left over 100,000 without 
power. 

Source: http://www.katu.com/news/local/Crews-still-restoring-power-but-wet-windy- 
weekend-is-over-225785671.html 

2. September 28, Wilmington News Journal - (Delaware) Delaware City Refinery boiler 
failure triggers release of smoke, other pollutants. Delaware environmental 
regulators reported a major boil failure at PBF Energy’s Delaware City Refinery that 
triggered a release of smoke and other pollutants September 28. The company took the 
air pollution control device off line until repairs are completed. 

Source: 

http://www.delawareonhne.com/article/20130928/NEWS08/130928004/Delaware- 

City-Refinery-boiler-failure-triggers-release-smoke-other-pollutants 

3. September 27, Detroit News - (Michigan) Auditor general: State oil and gas office is 
‘effective’ monitor, but needs to make fixes. A State audit released September 27 by 
the auditor general determined the Michigan Office of Oil, Gas and Minerals is 
‘effective’ at monitoring gas and oil wells but could use improvement by working with 
State departments to promote compliance and reconcile oil production totals and gas 
sold amounts. 

Source: 

http://www.detroitnews.com/article/20130927/METR006/309270078/1361/Auditor- 
general— State-oil-and-gas-office-is— effective— monitor— but-needs-to-make-fixes 

4. September 27, U.S. Department of Labor - (Georgia) Georgia Power Co. cited by US 
Department of Labor’s OSHA for 17 serious violations following explosion; 
penalties of $119,000 proposed. An April 2013 generator explosion that occurred 
during a maintenance shutdown at Plant Bowen in Cartersville prompted the U.S. 
Department of Labor’s Occupational Safety and Health Administration to cite Georgia 
Power Co. with 17 safety violations and propose penalties totaling $119,000. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA 
SES&p id=24897 

T Return to topi 

Chemical Industry Sector 

5. September 30, Associated Press; Columbus Dispatch - (Ohio) Ohio: Shale drillers 
must report chemicals locally. Ohio officials notified companies that a new State 
directive requires a list of toxic chemicals used by Ohio shale drillers must be made 
available locally to governments, first responders, and residents. The former law only 
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required companies to file the information with the Ohio Natural Department of 
Natural Resources, but officials determined a federal chemical disclosure law trumped 
the previous State law. 

Source: http://www.miamiherald.com/2013/09/30/3660670/ohio-shale-drillers-rnust- 
report.html 



T Return to topi 

Nuclear Reactors, Materials, and Waste Sector 

Nothing to report 
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Critical Manufacturing Sector 

6. September 28, United Press International - (National) Mazda joins flurry of auto 
recalls. Mazda announced September 28 that it is recalling 161,400 Mazda6 vehicles, 
model year 2009-2013, due to faulty door latch mounting screws which can cause 
doors to inadvertently open or fail to close. 

Source: http://www.upi.com/Business News/2013/09/28/Mazda-ioins-flurry-of-auto- 
recalls/UPI-37501 38041 2571/ 

7. September 28, Associated Press - (National) Workmanship blamed for 2011 tear in 
737’s roof. The National Transportation Safety Board released a report that found a 
2011 in-flight tear in the roof of a Southwest Airlines Boeing 737 was the result of poor 
manufacturing. Two panels were misaligned and rivet holes were drilled incorrectly 
when the plane was assembled in 1996, which lead to cracks that grew over time. 
Source: http://www.fortmilhimes.com/2013/09/28/2989431/workmanship-blamed-for- 
201 1 -tear.html 

T Return to topi 



Defense Industrial Base Sector 



Nothing to report 
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Financial Services Sector 

8. September 29, Reuters - (Texas) CFTC alleges $42 million ethanol futures fraud 
against bank. The U.S. Commodity Futures Trading Commission September 27 
accused a Houston man of defrauding the bank he worked for of $42.4 million by 
hiding growing losses in ethanol futures contracts between 2010 and 2011. 

Source: http://www.reuters.com/article/2013/Q9/29/cftc-ethanol-fraud- 
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idINL2N0HN2GJ20 130929 



9. September 27, Easton Express-Times - (Pennsylvania) Former Lafayette Bank 
president operated $10M Ponzi scheme, according to findings of grand jury 
investigation. A former Lafayette Bank president was accused of running a $10 million 
Ponzi scheme in Northampton County using different business names to lure investors. 
Source: http://www.lehighvallevlive.com/northampton- 
countv/index.ssf/2013/09/northampton county district at 15.html 

10. September 27, Bergen Record - (International) Lyndhurst man among 10 charged in 
$200M credit card scheme. The U.S. Department of Justice September 27 charged 10 
individuals with additional counts of fraud for their alleged role in a $200 million 
international credit card fraud scheme. Nine of the defendants were among 18 
previously charged in February and were given additional charges, while 1 defendant 
was newly charged. 

Source: 

http://www.northiersev.com/lvndhurst/Lyndhurst man among 10 charged in 200 mi 
llion credit card scheme.html 



T Return to topi 

Transportation Systems Sector 

1 1 . September 30, USA Today- (Chicago) At least 33 injured in Chicago transit crash. A 
crash involving two trains at Harlem station in Forest Park, Illinois, left 33 people 
injured September 30 when an out-of-service Chicago Transit Authority train crashed 
into another train that was stopped. Authorities are investigating and believe foul play 
may have occurred. 

Source: http://www.news-press.com/article/20130930/NATION/130930007/At-least- 
33-injured-Chicago-transit-crash 

12. September 30, Los Angeles Times - (California) Santa Monica Airport crash: 
Number of victims not yet known. An unknown number of fatalities resulted from a 
plane coming from Hailey, Idaho, that crashed into a storage hanger near the Santa 
Monica Airport September 29. Authorities are investigating the crash. 

Source: http://www.latimes.com/local/lanow/la-me-ln-santa-monica-airport-crash- 
20 1 30930,0,754937 8 . story 

13. September 29, Kingsport Times-News - (Tennessee) Suspicious package found on 
flight at TCRA. A suspicious package found on an Allegiant Airlines plane arriving 
from Orlando shut down the Tri-Cities Regional Airport in Tennessee and stopped all 
flights for over 3 hours September 29. Authorities removed the package and cleared the 
scene after determining there was no threat. 

Source: http://www.timesnews.net/article/9068021/suspicious-package-found-on- 
flight-at-tcra 

14. September 29, Cambridge Daily Jeffersonian - (Ohio) New speed limits approved by 
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Ohio Department of Transportation take effect today. The Ohio Department of 
Transportation announced higher speed limits starting September 27 on more than 600 
miles of Ohio roads and highways. 

Source: http://www.daily-ieff.com/local%20news/2013/09/29/new-speed-limits- 
approved-bv-ohio-department-of-transportation-take-effect-todav 

15. September 29, Lompoc Record - (California) Plane lands on Highway 1. A plane 
experiencing engine problems made an emergency landing on Highway 101 near 
Gaviota September 27 and closed a lane for an undisclosed amount of time. 

Source: http://www.lompocrecord.com/news/local/plane-lands-on- 
highway/article 19a02796-28bc-l Ie3-ace8-001a4bcf887a.html 

16. September 29, Oregon State Police - (Oregon) Fatal traffic crash - Interstate 84 
westbound lanes west of Bonneville Dam. One person was killed in a fatal one- 
vehicle accident on westbound Interstate 84, near Cascade Locks in Oregon, which 
closed the highway for about 5 hours September 28. 

Source: http://pdxtraffic.blogspot.com/2013/09/update-fatal-traffic-crash- 
interstate.html 



17. September 26, WFTS 28 Tampa - (Florida) Ship hits, damages Jacksonville bridge. 
A ship struck and severely damaged Mathews Bridge on the St. Johns River in 
Jacksonville September 26, closing it through September 30 before officials can 
determine when to reopen it. 

Source: http://www.abcactionnews.com/dpp/news/state/ship-hits-damages- 
jacksonville-bridge 

For additional stories, see items 7, 18 
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Food and Agriculture Sector 

18. September 30, KION 46 Monterey - (California) Three factories evacuated from 
ammonia leak in Salinas. Taylor Farms, Mann Packing Plant, and the Green Giant 
Fresh Factories in Salinas evacuated and closed September 29 after thousands of 
pounds of ammonia leaked inside the Green Giant Fresh Factory's compression 
building. 

Source: http://www.kionrightnow.com/storv/23560378/tavlor-farms-evacuated-from- 
ammonia-leak 

19. September 28, St. Cloud Times - (Minnesota) Labeling error sparks recall of frozen 
pizza products. More than 17,000 pounds of frozen pizza made and distributed by 
Junction Pizza in Grey Eagle, Minnesota was recalled due to mislabeling after health 
inspectors discovered labels did not list soy lecithin. 

Source: http ://www . setimes . com/article/20 1 3092 8/NEW SOI /30928002 1 /Labeling- 
error-sparks-recall-frozen-pizza-products 
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20. September 27, Sacramento Bee - (California) Loss in Yolo County hay fire estimated 
at $5 million. A hay fire along Interstate 505 in Yolo County, California, damaged 
between 100 tons 200 tons of Haykingdom-owned hay along with barns and expensive 
agricultural equipment. 

Source: http://blogs.sacbee.com/crime/archives/2013/09/large-hav-fire-burning-along-i- 
505-near-winters.html 



T Return to topi 

Water and Wastewater Systems Sector 

21. September 27, Hawaii Tribune Herald - (Hawaii) 71,000 gallons of partially treated 
sewage discharged into Puhi Bay. The Hilo Wastewater Treatment Plant began 
troubleshooting its electrical system after a September 26 power failure caused 71,000 
gallons of partially treated sewage to spill into Puhi Bay along the Keaukaha shoreline. 
Signs were posted in the affected area, which was closed to swimming and recreational 
activities. 

Source: http://hawaiitribune-herald.com/sections/tribune-herald-news-flash/71000- 
gallons-partiallv-treated-sewage-discharged-puhi-bay.html 

22. September 27, Maui Now- (Hawaii) 8,366 gallons of wastewater overflows in 
Wailuku. The County of Maui’s Department of Environmental Management 
announced September 26 that a wastewater overflow of 8,366 gallons occurred after a 
blockage of grit and sand in a main sewer line caused a spill for 3 hours but did not 
enter any waterways. 

Source: http://mauinow.com/2013/Q9/27/8366-gallons-of-wastewater-overflows-in- 
wailuku/ 



23. September 27, Yorktown-Somers Patch- (New York) Amawalk Water Treatement 
Facility shut down, temporary fluoride suspension. The Amawalk Treatment 
Facility was shut down by the Northern Westchester Joint Water Works September 24 
and fluoridation of the city of Yorktown’s water suspended. Residents of Somers and 
Yorktown will receive water from the Catskill Treatment Plant. 

Source: http://vorktown-somers.patch.com/ groups/around-town/p/amawalk-water- 
treatment-facility-shut-down-temporary-fluoride-suspension 

24. September 27, Phoenix Reporter & Item - (Arizona) Spring City to upgrade 
wastewater treatment plant. Spring City officials approved an estimated $4.8 million 
upgrade plan to its wastewater treatment plant to keep the borough in compliance with 
Arizona Department of Environmental Protection regulations. The upgrade will 
increase the capacity of the plant and improve the quality of the water. 

Source: 

http://www.phoenixvillenews.com/article/20130927/NEWS01/130929971/spring-citv- 

to-upgrade-wastewater-treatment-plant 

For another story, see item 25 
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Healthcare and Public Health Sector 

25. September 29, Global Dispatch - (Wisconsin) Milwaukee area Cryptosporidium 
outbreak: Parasite ‘not in the drinking water’ according to health officials. Eight 
confirmed cases of Cryptosporidiosis and 12 suspected cases were reported in 
Bayside, Fox Point, and Whitefish Bay, Milwaukee by the North Shore Health 
Department. The source has not been identified, but the drinking water was ruled out. 
Source: http://www.theglobaldispatch.com/milwaukee-area-crvptosporidium- 
outbreak-parasite-not-in-the-drinking-water-according-to-health-officials 

26. September 27, Salisbury Patch - (Pennsylvania) Full phone service at LVH 
expected to return in late afternoon. Telephone service was down for several hours 
at Lehigh Valley Hospital-Cedar Crest in Salisbury Township September 27 due to a 
car accident. 

Source: http://salisbury.patch.com/ groups/police-and-fire/p/phone-service-interrupted- 
at-lvh-due-to-car-accident 
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Government Facilities Sector 

27. September 30, WEWS 5 Cleveland - (Ohio) Strongsville elementary, high school and 
preschools closed after bomb threat. Strongsville, Ohio, officials closed all 
preschools, elementary schools, and the high school September 30 after a hoax bomb 
threat was found spray painted on the front of Strongsville High School. Middle 
schools around the city remained open. 

Source: http://www.newsnet5.com/dpp/news/local news/oh cuyahoga/strongsville- 
elementary-high-school-and-preschools-closed-after-bomb-threat 

28. September 30, Associated Press - (Virginia) 5 students, driver injured in school bus 
crash in Virginia. Authorities are investigating a school bus crash in Russell County, 
Virginia, September 30 that left 5 students and the driver injured after the bus went 
down an embankment and overturned. 

Source: http://www.washingtonpost.com/local/3-students-driver-iniured-in-school-bus- 
crash-in-virginia/20 1 3/09/30/b50908f6-29d4- 1 1 e3-b 1 41 -298f465397 1 6 story.html 

29. September 28, San Gabriel Valley Tribune - (California) Bomb threat prompts 
cancellation of classes at Temple City High School. California authorities arrested a 
Temple City High School student September 27 for phoning 3 bomb threats at 2 
schools the week of September 23, and for prompting the cancellation of classes at the 
high school. 

Source: http://www.pasadenastamews.com/general-news/20130927/bomb-threat- 
prompts-cancellation-of-classes-at-temple-city-high-school 

30. September 28, St. Augustine Record - (Florida) Students injured in school bus 
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accident. A hose burst inside a school bus September 17 leaving 5 students injured in 
St. Johns County. 

Source: http://staugustine.com/news/local-news/2013-Q9-27/students-iniured-school- 
bus-accident 



For another story, see item 44 
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Emergency Services Sector 

31. September 29, Associated Press - (Arizona) Radio problems cited in deaths of 19 
firefighters. The Arizona State Forestry Division released a report detailing the results 
of an investigation into the June deaths of 19 firefighters killed while fighting a wildfire 
determined improperly programmed radios, vague updates, and a 30 minute 
communication blackout contributed to their deaths. 

Source: http://news.msn.com/us/radio-problems-cited-in-deaths-of-19-firefighters 

32. September 27, Philadelphia Business Journal - (Pennsylvania) Fire station on fire 
after explosion. A fire ignited in an ambulance parked inside or near the Ben Franklin 
Fire House in Philadelphia September 27 causing extensive damage to the station. 
Source: http://www.biziournals.com/philadelphia/news/2013/09/27/breaking-news-fire- 
station-on-fire.html 

33. September 26, Associated Press - (Oklahoma) Escaped inmate, dials 911 during 
runaway. An Oklahoma inmate that escaped after 2 fellow inmates stole an unattended 
transportation van turned himself and 5 others into authorities. The 2 remaining inmates 
were found after the prisoner helped police track them down. 

Source: http://www.huffingtonpost.com/2013/09/27/ioshua-silverman-911- 
runaway n 4001822.html 
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Information Technology Sector 

34. September 27, Softpedia - (International) Exploit kit uses VBScript to deliver 
malware. Researchers at Sourcefire identified an exploit kit that uses VBScript to 
write an executable file to the disk without using a vulnerability or downloading an 
executable file. A malicious Web site prompts users to run an add-on named 
“Microsoft Script Runtime” to begin the attack. 

Source: http://news.softpedia.com/news/Exploit-Kit-Uses-VBScript-to-Deliver- 
Malware-386776.shtml 

35. September 27, Threatpost - (International) Linkedln patches multiple XSS 
vulnerabilities. Social network Linkedln fixed four cross-site scripting (XSS) 
vulnerabilities in its Web site during July, according to a vulnerability report issued by 
the researcher who first identified and reported the vulnerabilities. 
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Source: http://threatpost.com/linkedin-patches-multiple-xss-vulnerabilities/102443 



36. September 27, IDG News Service - (International) Google finally squashes IM bug. 
Google reported September 27 that it completely corrected a glitch in its Google Talk, 
Chat, and Hangouts services. The issue caused messages to be sent to the wrong 
recipients starting September 26. 

Source: http://www.networkworld.com/news/2013/092713-google-finally-squashes-im- 
274288.html 

37. September 27, Softpedia - (International) 77% of new malware samples found in Q2 
2013 were trojans. Panda Security’s second quarter 2013 threat report found that 77 
percent of malware detected during the period were trojans, and that the global 
infection rate increased from 31.13 percent to 32.77 percent, among other findings. 
Source: http://news.softpedia.com/news/77-of-New-Malware-Samples-Found-in-Q2- 
2013-Were-Trojans-386814.shtml 

38. September 27, SC Magazine - (International) London teen arrested for involvement 
in Spamhaus DDoS attack. U.K. authorities arrested a 16-year-old for his alleged 
involvement in the massive March 19 distributed denial of service (DDoS) attack 
against anti-spam group Spamhaus. 

Source: http://www.scmagazine.com/london-teen-arrested-for-involvement-in- 
spamhaus-ddos-attack/article/3 13787/ 



Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org 
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Communications Sector 

39. September 27, KCRG 9 Cedar Rapids- (Iowa) Widespread ImOn Internet outage 
causes issues for customers. ImOn Communications cable-modem customers in Cedar 
Rapids suffered an Internet outage September 26 which continued through September 
27 after a hardware malfunction caused a loss of services. No other services were 
impacted. 

Source: http://www.kcrg.com/news/local/Widespread-ImOn-Intemet-Outage-Causes- 
Issues-for-Customers-225546582.html 
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Commercial Facilities Sector 
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40. September 30, Contra Costa Times- (California) Alameda: Two women seriously 
injured by small explosion at beach. An aerosol can near a lit barbecue exploded at 
an Alameda Beach September 29 and led to the hospitalization of two women with 
traumatic injuries. 

Source: http://www.contracostatimes.com/news/ci 24203477/alameda-two-women- 
seriously-injured-after-small-explosion 

41. September 29, KTVT 11 Fort Worth- (Texas) Dozens evacuate after gas leak at ‘The 
Dive’ in Frisco. Frisco firefighters evacuated 24 people from several businesses after 
complaints of a nausea inducing odor later identified as a natural gas leak at The Dive 
restaurant. 

Source: http://dfw.cbslocal.com/2013/09/29/dozens-evacuate-after-gas-leak-at-the- 
dive-in-frisco/ 

42. September 29, KUTV 2 Salt Lake City - (Utah) 4- Alarm apartment fire forces 
evacuation of nearly 100 people. Salt Lake City fire officials reported that a four- 
alarm fire at the nearly 100-year-old Hillcrest Apartment Building September 8 was 
likely accidental and caused by an electrical malfunction. Nearly 100 people were 
evacuated and approximately 30 people from more than a dozen units will be 
permanently displaced due to fire and water damage. 

Source: http://www.kutv.com/news/top-stories/stories/vid 7Q95.shtml 

43. September 28, Denver Post- (Colorado) Shootings downtown and in southeast 
Denver leave victims hospitalized. Denver police are investigating two unrelated 
incidents at Zi South and Club California that left at least one in critical condition and 
four others hospitalized September 28 after gunfire was reported at the two clubs. 
Source: http://www.denverpost.com/breakingnews/ci 24198137/shootings-downtown- 
and-southeast-denver- leave- victims-hospitalized 

44. September 27, San Gabriel Valley Tribune - (California) Bomb threat reported at 
Montebello shopping mall. The Shops at Montebello mall was evacuated for nearly 3 
hours September 27 as Montebello police searched the building for bombs following a 
telephoned threat. Police are investigating if the event is tied to similar threats made to 
Temple City schools the week of September 23. 

Source: http://www.whittierdailynews.com/general-news/20130927/bomb-threat- 
reported-at-montebello-shopping-mall 

45. September 26, Associated Press- (Guam) Blast reported at Guam Hilton. Guam 
police reported September 27 that an explosion at the Hilton Guam Resort & Spa 
September 26 left two injured and prompted the evacuation of 650 guests for 4 hours. 
Authorities cleared the building for occupancy after a bomb search was conducted. 
Source: http://www.usatodav.com/story/news/world/2013/09/26/blast-guam-hilton- 
resort/2875733/ 
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Dams Sector 



46. September 29, Associated Press- (Vermont) Dam removal expected to boost trout on 
Vt. river. Officials determined that the removal of the century-old Dufresne Dam at a 
cost of $200,000 was cheaper than the cost of repair and maintenance, and began work 
in September to take down the concrete spillway and earthen embankment. The 
removal of the dam will improve wild brown and brook trout populations along the Des 
Moines River. 

Source: 

http://www.northiersev.com/news/national/225708791 Dam removal expected to bo 
ost trout on Vt river.html?page=all 

47. September 28, Wilkes-Barre Citizens Voice - (Pennsylvania) Test for levee wall 
underway. Wilkes-Barre contractors planned to test and install a removable wall the 
weekend of September 28 which fills the gap between the flood-damaged Wyoming 
Valley levee and a bridge. Other planned fixes to the levee system should be complete 
by the end of 2013 and include the replacement of two sluice gates and the refurbishing 
of pumps in two creek stations. 

Source: http://citizensvoice.com/news/test-for-levee-wall-underway-l.1559843 

48. September 27, Fremont News Messenger- (Ohio) Ballville Dam under close scrutiny. 
The Ohio Department of Natural Resources’ Division of Dam Safety conducted an 
inspection of the Ballville Dam the week of September 23 to determine what repairs are 
needed ahead of a December 2013 deadline for the removal of the dam. 

Source: http://www.thenews- 

messenger.com/article/20130926/NEWS01/309260041/Ballville-Dam-under-close- 

scrutiny 



49. September 27, Associated Press- (Rhode Island) RI approves plan to repair 

Georgiaville Pond Dam in Smithfield; structure now a ‘high hazard’. The Rhode 
Island Department of Environmental Management September 27 approved the town of 
Smithfield’ s plan to improve the Georgiaville Pond Dam by March 2014 and will lower 
the structure’s water level before repairs begin. 

Source: 

http://www.therepublic.com/view/story/8a84db4ea4b948ad8cbb9753d5acc230/RI— 

Dam-Repairs 
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NO ACTIVE ALERTS 
www.DHS.gov/alerts 
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The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 



- 12 - 




